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Cybercrime vs. Drugs ( Global cost per year)

$6,000,000,000,000 $4,000,000,000,000





A not too scientific comparison 
but: 

-The same conditions regarding computer density, the 
number of Internet connections per inhabitant, E-

commerce tendencies and so on...

- Criminal Propensity / naivety? 

- Sweden 10.465.326 inhabitants dec 2021
- € 2.454 / Inhabitant



The Swedish loss :

€ 25.641.000.000 !
(Ca 265.000.000.000 Skr)

EU          € 1819.57 billion



What does the amount represent?

5.5 % of GDP/BNP (2021)
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Data Breaches

Ransomware BEC/CEO-fraud (r )DDOS     DDOS    BankTrojans Fraud RAT    

All evil after World War II
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Password, the utlimate protection..



Do we use strong passwords ?



So, are we secured ?



Ok, let´s go biotechnical..?









Multifactor Authentication

Something
you have

Something you are Something only you know



Consequence of digitalization
Why is safe unsafe?



Attack Vectors
Who's Who?

Uncool facts: Q3 2020 572.000 phishingsites, 367.00 unique, 1/3 is opend





Phishing, who is stupid enough….?



Kul i telefonen



What the …..



Ransomware (1989 Dr Joseph Popp)



2014, whole of europe was affected



Ransomware
The Phishing mail





economical consequences









*Participant countries: Australia, Belgium, Canada, France, Germany, the Netherlands, Luxembourg, Norway, Philippines, Poland, Romania, 
South Korea, Sweden, Switzerland, Kuwait, the United Kingdom, the United States and McAfee Enterprices, KPN, Bitdefender……





IoT

The first digital murder?





The future is already here!
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Investigation - Easy peacy

Follow the money it´s give you the honey, not!



Banktrojan Retefe (Rovnix)
The Phishingmail
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Investigate the simpliest kind of
fraud today – is that simple?



Spear phishing, social engineering, Crime-as-a-service 
and more…
A case study



Hijacking a facebook
account

Bad guy



mapping ”friends”
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Everyday communication…

”friend”



The friend hands over her login (digipass) details
to the internet bank…
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That is a complicated road to
travel…time to change direction.

What do we know about the transaction 
and it´s digital footprints?



Anonymus cashcard
dongle for Internet access



Anonymus prepayed cashcard
dongle for Internet access

Anonymity service (VPN)



Anonymus cashcard dongle for 
Internet access

Anonymity service (VPN)

Botnet VIP72 (outside Moscow)



Is it even possible to move on?
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Got you ! 
Nothing is impossible, or ??
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